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Abstract
Background. Human cognition and affect (as ex-
pressed emotion) impact judgment and decision-
making [65]. While in cyber security, privacy
and trust, the specific emotions of fear and anger
are part of the user experience myths, they are as
yet to benefit from in-depth investigation. These
two emotions are particularly important because of
their influence on threat appraisal, on risk percep-
tion [43], and on coping strategies influencing be-
haviour [67, 3] and likely mis-attribution [65].
Aim. We present a novel research agenda, target-
ting a deeper understanding of the impact of fear
and anger affect in security, privacy and trust.
Method. We review previous research, identify
gaps and depict our proposition. We provide a dis-
tinction between incidental and integral emotions
and resulting behaviour tendencies. We offer a list
of questions likely to direct future research founded
on empirical methodology, that we detailed previ-
ously [15].
Results. We create pathways for affect research
in cyber security and raise a number of questions,
vouching for further investigations.
Conclusions. This position paper will likely lead to
investigations and discussion in an area of research
as yet hardly defined. As a consequence, it paves the
way for a deeper understanding of the human en-
gaged in cyber security, privacy and trust, and has
the potential to direct more effective ways of sup-
porting users.
1 Introduction
Fear has recently been found to be the main affect
dimension of privacy [17], while frustration (a pre-
cursor to anger [7, 3, 4]) has been linked with the
phenomenon of security fatigue. However, research
intentions on affect influences in cyber security, pri-
vacy and trust remain largely undefined. As a con-
sequence, this paper presents a strand of our re-
search vision to better understand the influence of
human emotions in particular fear and anger in se-
curity, privacy and trust. We aim to set an agenda
for gathering empirical findings worthy of empow-
ering users rather than scaring, bullying or blaming
them.
Fear and Anger. Although both negative emo-
tions, fear and anger differ in the appraisal themes
of certainty and control [43]. Fear and anger have
opposing effects on risk perception [43]. Anger pro-
duced in one situation carries over to a wide range of
other situations, increasing both optimistic expec-
tations for one’s future and the likelihood of mak-
ing risk-seeking choices. Fear, on the other hand,
leads to more pessimistic expectations and more
risk-avoidant choices [40, 41]. Fear also decreases
the human’s perceived ability to exercise control
whereas anger increases one’s perceived ability. In
addition, while both fear and anger potentiate avoid-
ance responses, approach motivation can also occur
in the case of anger, in particular when objects are
perceived in terms of potential rewards or goals. As
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a consequence these specific emotions deserve sep-
arate investigation in research studies, rather than
being considered together within valence-based ap-
proaches [18].
Incidental versus Integral Affect. While emotions
are often an integral part of a situation [46], that is
are relevant to or arise from the situation, human
judgment and decisions are also influenced by inci-
dental emotions, that are irrelevant to present judg-
ments and choices [42]. The distinction between in-
tegral and incidental emotion is important for iden-
tifying susceptibility for emotion-transfer or mis-
attribution, a phenomenon observed in various con-
texts [57, 42, 58, 22], but yet to be investigated in
the security, privacy or trust realm.
Contributions. We review previous research in
security, privacy and trust that considered fear or
anger, present the gaps in research and our novel re-
search agenda. We offer a discussion of the impor-
tance of affect, as expressed emotions, in security,
privacy and trust.
Outline. In the rest of the paper, we define inte-
gral versus incidental affect, present a case for re-
search into the affect state of fear within privacy and
the affect state of anger within security and trust,
via review of current research and proposing a novel
line of research. We also list a number of questions
that can direct future research studies. We then pro-
vide a discussion section before concluding the pa-
per.
2 Incidental & Integral Emotions
While emotions are often an outcome of a situa-
tion [46], human judgment and decisions are also
based on fleeting incidental emotion can become
the basis for future decisions and hence outlive the
original cause for the behaviour (i.e., the emotion
itself) [42].
We distinguish between emotional experiences
that are either
• normatively relevant to present judgments and
choices [42], defined from a consequentialist
perspective [28], or experienced feelings about
a stimulus [51], that is integral affect, or
• normatively unrelated to the decision at
hand [13, 24, 34, 42, 56, 28], or independent
of a stimulus [51], but can be misattributed to
it or can influence decision processes [57] that
is incidental affect.
We note that incidental and integral emotion do
not exactly correspond with ambient and task-
generated emotion [11, 70], respectively, where
task-generated and ambient emotion may be norma-
tively relevant or normatively irrelevant to the deci-
sion at hand.
The impact of incidental emotions on decision-
making is well established [65]. Incidental emo-
tions (i.e., unrelated to the target object) have been
shown to influence how much people eat [27],
help [47], trust [22], procrastinate [63], or price dif-
ferent products [44].
Within our own research studies, we believe
that this distinction in whether we induce [inte-
gral/incidental] affect will yield a finer demarcation
of the conditions leading users to engage in defen-
sive behaviour (such as denial or ignoring warnings)
versus protective behaviour.
3 Fear Affect
In psychology, fear is defined as a negatively-
valenced emotion, accompanied by high level of
arousal and is elicited by a threat that is perceived
to be significant and personally relevant [23]. In the
presence of a threat, the cognitive response to con-
trol the threat or danger leads to protective adaptive
behaviour. Thus when individuals think about the
threat and develop strategies to avert the danger via
attitude, intention or behaviour change, they engage
in danger control processes. On the other hand, if
they focused on their feelings of fear, and tried to
control it via denial, they experience fear control
processes [45, 67].
In privacy research, we are well acquainted with
the privacy paradox, a phenomenon where users
claim concern for their privacy, yet their behaviour
do not match these concerns [60, 2, 1, 12, 49, 19].
In addition, recent empirical findings have shown
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that the affect dimension of the privacy attitude is
focused on fear [17] where the cognitive dimension
involve users referring to others as those with the
potential for adversarial actions, such as hacking
into their accounts. In itself, this finding vouches
for a deeper investigation of the influence of fear in
privacy.
3.1 Prior research in S&P
Fear appeals have long been used across various do-
mains, including privacy [37] and security [35, 8],
as a persuasive instrument aiming to influence users
towards protective behaviours [8], often referring to
the Protection Motivation Theory (PMT) [53, 52],
as foundational model.
Fear appeals, as persuasive messages, are meant
to cause appraisal of threats and as a by-product,
induce the emotion of fear [54, 69]. In an ideal sce-
nario, the induced fear triggers precautionary mo-
tivation that in turn results in self-protective ac-
tions [53, 52]. However in practice, as observed
in the privacy and security domain [37, 35, 8], fear
appeals do not necessarily lead to protective be-
haviour. Fear appeals can also lead to defensive ac-
tion, such as denial or paying less attention to warn-
ings [55].
However, while the PMT provides a foundation
depicting fear, threat appraisal and coping appraisal
and potentially leading to an understanding of user
behaviour under fearful conditions, a comprehen-
sive review by Boss et al. [8] has found that re-
search in security and privacy have missed out the
full nomology of the PMT and have not measured
the fear affect. Boss et al. [8] based their review on
the Extended Parallel Process Model (EPPM) de-
veloped by Witte [67, 68]. The EPPM distinguishes
between danger control and fear control processes
and, explain users entering passive behaviour, such
as ignoring warnings or denial.
The EPPM offers distinct advantages con-
tributing to the novelty of our research agenda:
(a) whereas PMT emphasises cognition, EPPM con-
siders the affective aspects of the decision situation,
(b) whereas PMT only considers protective moti-
vation as outcome variable, EPPM considers pro-
tective as well as defensive outcomes, (c) whereas
PMT focuses on the danger control process (the
adaptive response to protect against a threat), the
EPPM also models the fear control process (linked
with behaviour decreasing fear, hence maladaptive
responses).
We note from a theory-based literature review of
information security awareness and behaviour, from
Lebek et al. [39], that the complete nomology of
the PMT via the EPPM has not been considered for
cyber security or privacy yet.
3.2 Novel line of research
First, we propose to investigate the full nomology
of the PMT via the EPPM, and model the influ-
ence of fear affect in our investigations. The PMT
names self-efficacy and response efficacy as coping
mechanisms for fear [53, 52]. Fear is known in psy-
chology literature to be asymmetric to one’s self-
efficacy [5], that is one’s belief in successfully solv-
ing a problem. Therefore the question arises how
a user, feeling fear or one warned about privacy, is
likely to act. In particular whether the user takes
protective or defensive action.
Second, we foresee that a distinction between in-
cidental and integral affect is important. In two on-
line studies [14], we observed the impact of fear as
an incidental current affect and fear as incidental
affect induced via an autobiographical recall mood
induction protocol [48, 66]. We computed a meta-
analysis of correlations across the two studies. We
found indications of negative correlation between
[fear & self efficacy], [fear & protection intention],
and [fear & information disclosure intention]. The
correlations offer preliminary indications that while
fearful users intend to not disclose information, an
indication of ignoring disclosure requests, they also
do not intend to protect their privacy.
Figure 1 shows the results for protection inten-
tion. We postulate two possible outcomes with fear
integral to the situation: (a) either an observation of
larger effect sizes with integral fear, or (b) an ef-
fect in the opposite direction, towards protective in-
tention. However, further empirical research is re-
quired.
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FE Model
−0.4 −0.3 −0.2 −0.1 0 0.1
Correlation Coefficient
Study 2
Study 1
−0.07 [−0.21,  0.06]
−0.23 [−0.38, −0.09]
−0.15 [−0.25, −0.05]
Figure 1: Meta-Analysis forest plot of correlation coefficient
for Privacy Protection Intention x Fear across both studies. The
position of the square dot determines the effect size, the diameter
of the dot shows the weight, the whiskers the 95% confidence
interval on it.
We propose a list of open questions, that could
direct future research studies:
• Does the observed effect in privacy intention
persist in a setup with fear as integral affect?
• Does incidental versus integral fear cause de-
fensive versus protective actions?
• Does the intensity of incidental affect cause
a difference in defensive versus protective ac-
tion?
• Is incidental fear a robust determinant of pri-
vacy behaviour (defensive or protective), that
is privacy is sensitive to affect mis-attribution?
• Does the compatibility of the context of the in-
cidental affect with privacy matter?
• Does a fearful privacy incident strengthen the
impact of incidental affect?
The panoply of questions raised already vouches
for a research agenda investigating the influence of
fear in the privacy (and security and trust realms),
where distinguishing between fear instrumentation
conducted in an incidental versus integral fashion
and between the resulting protective versus defen-
sive behaviour are valuable considerations to be
made in research questions and study designs.
This line of research will yield a deeper under-
standing of the human affect dynamics at play in
contact with security and privacy technologies, and
has a potential to further direct usable security and
privacy research.
4 Anger Affect
In psychology literature, anger is defined as a syn-
drome consisting of specific feelings, cognitions
and physiological reactions linked associatively
with an urge to injure some target [7]. Whereas neg-
ative affect arousal is linked with an urge to avoid
the instigating stimulus, anger is relatively unique
in being associated with approach also rather than
avoidance inclinations only [30]. However, while
anger increases the likelihood of risk-seeking be-
haviour [43], it also decreases trust [22].
Berkowitz & Harmon-Jones [7] review literature
for the type of appraisals that lead to anger and
found that all theoretical constructs contend that
people become angry when they are kept from at-
taining an important goal by an external agent’s
improper action. In terms of externally caused
obstructions to personally significant goals, the
review [7] identified (a) motivational relevance,
(b) externally produced frustration, where the ex-
ternal agent is seen as responsible for the negative
event, (c) assignment of blame to the external agent,
(d) possible perception of unfair and illegitimate,
and (e) the belief in one’s ability to do something
about the negative event, that is coping potential.
Frustration & Anger. That an external agent is
seen as responsible for a negative event obstructing
goal attainment, leads to externally produced frus-
tration, which is a key determinant of anger [7]. In
addition, frustration can create aggressive inclina-
tions [20, 6]. Frustration is also seen as an instigator
to anger [3, 4].
4.1 Prior Research in S&P
Frustration in Security. Users often perceive se-
curity as a barrier that interferes with their pro-
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ductivity [25]. In addition, users’ experience of
security technologies is often dominated by nega-
tive attitudes, in particular frustration [21], feeling
tired, turned off or overwhelmed [62]. In these sit-
uations, security solutions prove problematic, hin-
dering rather than helping users in their activities.
This feeling associated with security has the con-
sequence of users circumventing security. Subse-
quently, the term security fatigue was coined to de-
scribe the threshold of acceptance beyond which
it gets too burdensome for users to maintain secu-
rity [25]. In this sense, security fatigue describes an
interference to current tasks and an additional step
to be taken. Security fatigue has also been used to
describe users’ weariness or reluctance to experi-
ence anymore of something [62]. The term has been
used to describe user behaviour both in the work-
place [25] and for the general public [62].
While security fatigue is associated with user
frustration, already a precursor to anger, the frustra-
tion emerging from the actions of an external agent
(the system or organisation) provide additional in-
centive for anger to arise in security contexts.
Apart from the line of research on security fa-
tigue [25, 62] and cognitive depletion [26], to our
knowledge there is as yet no research into the ef-
fects of anger in cyber security, privacy and trust.
4.2 Novel line of research
Motivational Direction. Because of anger’s nega-
tive valence, models of anger generally suggest that
it occurs as a result of goal blocking, associated
with avoidance motivation. However, unlike other
negative emotions, anger responses are also associ-
ated with approach motivation instead of only with-
drawal or avoidance motivation [7]. Therefore, the
motivational direction of anger emotion needs to
be considered as independent of the valence of the
emotion, where anger may also provide some bene-
ficial functions [31].
It is thought that individuals differ in the ex-
tent they experience and express anger [61], where
the differences are likely observed under condi-
tions of provocation and frustration [38]. Peo-
ple high versus low in trait anger react differently
to the same provocative event [7], where differ-
ent motivational directions are involved [32]. The
approach-avoidance motivation dimension is impor-
tant to understand trait anger and reactions to provo-
cations [29]. For a high trait anger person, the re-
sponse to provocation or frustration is approach-
oriented, with the aim to remove the source of ir-
ritation [10], while the low anger person seeks to
avoid confrontation whenever possible [64].
In addition, anger can reinforce approach toward
stimuli and motivates approach behaviour in the
case of resource competition and attainment of re-
wards, in goal pursuit in particular when goals are
blocked or frustrated [6]. Research also shows that
cortical areas of the brain involved in anger overlap
with areas that are receptive to positive affect [10],
and that anger is related to reward sensitivity [29, 9].
Coping Strategy. Literature also provides a con-
ceptualisation for anger coping strategies in terms of
anger-out and anger-in [3], where anger-out refers
to the tendency to express one’s anger outwardly
and directed at the target of one’s anger where as
anger-in refers to the tendency to turn one’s anger
inwards, implying anger regulation by suppression.
Our Proposition. We observe a gap in valuable
research with respect to the impact of anger in cyber
security, where frustration has already been iden-
tified within security fatigue [25, 62]. In conse-
quence, we propose research in cybersecurity, pri-
vacy and trust in particular (a) addressing the influ-
ence of anger on behaviour, (b) investigating tran-
sitions from frustration to anger when productive
goals are perceived to be blocked, (c) distinguish-
ing between approach and avoidance behaviour, for
instance in the presence of security warnings or per-
ceived threats, and (d) investigating the impact of
incidental anger.
We note, similar to our proposition for inves-
tigations of appetitively versus defensively moti-
vated behaviour in privacy [17], that investigations
of approach-avoidance motivation and trait anger in
the wider context of cyber security will be benefi-
cial to better understand users’ response to security
threats and highlight tendencies towards risk seek-
ing versus risk avoidance behaviour. With regards
to methodology, we foresee evaluating Carver &
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White’s Behaviour Approach System (BAS) and Be-
haviour Inhibition System scale in the context of cy-
ber security, a scale measuring two systems that un-
derlie the regulation of emotion and behaviour. BIS
measures concern over the possibility of a bad oc-
currence and sensitivity to such events when they
occur while BAS is measured via reward respon-
siveness, drive and fun seeking. However BIS and
BAS are not uniquely related to either negative or
positive emotions, where the emotion of anger has a
negative affect component relating it to BIS activity
as well as an approach-motivated component, relat-
ing it to BAS activity [59]. We propose the scale
in investigations of behaviour patterns in cyberse-
curity.
We provide a list of open questions, that could
direct future research studies:
• how does the frustration in security lead to
anger and [approach/avoidant] behaviour?
• how does [approach/avoidant behaviour] trans-
late into cyber security behaviour?
• how does incidental anger impact cyber se-
curity, privacy and trust intentions and be-
haviour?
• does incidental vs. integral anger distinguish
approach and avoidant behaviour?
• is security and privacy sensitive to mis-
attribution, and under what conditions?
Anger in relation to trust. Trust is known to be
an affect-rich attitude, where even incidental emo-
tions, that is those not relevant to the situation, are
robust determinants of trust [22]. Previous exper-
imental research shows that happy individuals are
more trusting than sad individuals who are in turn
more trusting than angry individuals [22].
To our knowledge, cyber security research has
not yet tackled affect induced trusting/non-trusting
perception and behaviour. For example, a valuable
line of investigation could be the effect of anger
emotion ([incidental/integral]) on users’ trust of se-
curity and privacy guidance, and consequent be-
haviour and a comparison of effects with other emo-
tions such as happiness and fear. In addition, the
questions raised above for security also apply to
trust attitude and behaviour.
5 Discussion
Given the relative youth of the cyber security field
in terms of affect research, and the questions as yet
to be answered, we believe research in the area is of
high merit.
Defining affect research for cyber security. We
observe that psychology literature points to the in-
fluence of emotion and affect on judgment, deci-
sions and behaviour [65] and offers valuable theo-
retical foundations [53, 52, 67] . At the same time,
human-computer interaction research (HCI) has a
strand of research linking emotion within user expe-
rience [36, 33]. However, for cyber security, privacy
and trust, we have yet to see a clear and defined re-
search agenda. While in our own research group we
have made progress in evaluating mood induction
protocols [14, 50], measuring emotion within the
context of privacy [17, 14, 50] and security, this pa-
per sets out to propose an agenda, offering a defined
pathway for further research and provides questions
to lead further investigations.
Link with resulting behaviour. On the one hand,
when fear is aroused from threats, the fear con-
trol or danger control processes triggered can lead
to defensive or protective behaviour. On the other
hand, the anger emotion can point to both approach
or avoidance motivated behaviour. We foresee that
a distinction in the resulting behaviour to be im-
portant in terms of deepening our understanding of
threat appraisal in cyber security, privacy and trust
and also in modeling the parameters under which
fear and anger determine user behaviour.
Distinction between incidental & integral affect.
While previous research has explored integral hu-
man states with regards to security, such as via se-
curity fatigue [25, 62], in our own research we in-
vestigated incidental states in security [26] and pri-
vacy [50, 14], those incidental to password choice
yet integral within security [16], or those integral
within privacy [17]. We postulate that an aware-
ness in normative relevance of human affect state to
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present cybersecurity judgment and decisions is im-
portant to help us better support our users, such as
by making design choices that do not inadvertently
influence user behaviour.
6 Conclusion
This paper scopes a research agenda for affect re-
search in cyber security, privacy and trust. While
our agenda will certainly expand and deepen with
on-going investigations, the paper provides a guid-
ing star for discussion in a growing area, as yet de-
fined. It raises questions needing empirical inves-
tigations. It provides a gateway for investigations
likely leading to more effective security and pri-
vacy, and directing how we support and empower
our users.
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